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Comparison sheet

Compare and choose

How best to protect your data is a matter of how you want to work. The comparisons below have been compiled to help you make an
advised choice.

Considerations:

» Protection of sensitive corporate data

N~

» Fulfilling legal data protection compliance
» Speedy deployment of encryption tools
» Protection of data held or carried on removable media such as USBs, CDs and DVDs

» Preservation your brand reputation

™

» IT security policy control

™

» Expedient and timely support

Sophos Endpoint Security and Data Protection Sophos SafeGuard Enterprise

One product that protects your organisation malware, adware & A scalable security solution that grows with your needs
unauthorised applications

Protects confidential data regardless of where it is written, A role based management system that centrally defines security
saved or sent rules

More efficient machine scanning prevents any performance Data auditing and reporting whenever it is needed

impact

Prevent users from installing inappropriate software that could Encryption manageable in complex and diverse environments

create loopholes in your security via powerful centralized administration

Automatic deployment across your network and multiple Seamlessly incorporate encryption into existing procedures with

platforms single sign-on to the operating system, a customized, graphical
pre-boot login screen, and secure password recovery via phone
or Web

Reduced management overhead with reliable and expert Securely share encrypted data with authorized users and

support facilitate data recovery by administrators with flexible key ring

functionality

Keep updated about virus alerts and outbreak risks via a A future-proof solution with Microsoft Windows Vista
dashboard and email interoperability

Sophos Endpoint Security and Data Protection delivers: Sophos SafeGuard Enterprise delivers:

Protection of all your platforms with integrated endpoint A modular data protection security solution

protection

Secures sensitive data by encrypting and controlling endpoint Device Encryption transparently protects laptops, removable
devices media, desktops & portable devices

Ensures compliance with defined security standards through Configuration Protection provides granular control over PC ports

assessments and control for data leak prevention



Endpoint Security and Data Protection and SafeGuard Enterprise comparison

Key features

Preventive endpoint protection Centralized administration of security policies

Centrally manages Windows, Mac and Linux platforms Centrally manage encryption and data leakage prevention
policies

Single console for anti-virus, firewall, device, application and Multi-platform security administration with hierarchical

network access control definition of security policies

Simplifies and automates administration Advanced transparent key management for easy secure data

sharing and recoverability
Unified agent = less system impact

Behavioural Genotype Protection detects 90% of new threats
without an update

Controls unauthorized applications

Identifies disabled patch agents or firewalls and manages all
network access

Simplified encryption Strong, transparent encryption

Prevents data access, loss or theft with full disk encryption for Prevents data access, loss or theft with full disk encryption for

laptops, desktops and removable storage devices laptops, desktops and removable storage devices

No disruption to end-users, transparent installation and No disruption to end-users, transparent installation and
encryption encryption

Ensures compliance with internal policies and external Ensures compliance with internal policies and external
regulations regulations

Secure user authentication and authorisation

Ensures compliance with internal policies and external
regulations

Enables sharing encrypted data across PCs and removable
media easily and securely

Data Loss Prevention

PC port control prevents data leakage and theft, enterprise
penetration and introduction of malware. Granular control
detects and restricts data transfer by device type, device model,
unique serial number and file type

Trusted Support from the experts Trusted Support from the experts

Direct support from in-house Sophos experts Direct support from in-house Sophos experts
Professional services delivered by expert consultants Professional services delivered by expert consultants

SophosLabs — provide you round-the-clock protection updates
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