SOPHOS

=] sophos nac
ADVANCED

Integration with Wireless
Access Points




Sophos NAC Integration with Wireless Access Points

Copyright © 2011 Sophos Limited. All
rights reserved. No part of this publication
may be reproduced, stored in retrieval
system, or transmitted, in any form or

by any means electronic, mechanical,
photocopying, recording or otherwise
unless you are either a valid licensee
where the documentation can be
reproduced in accordance with the licence
terms or you otherwise have the prior
permission in writing of the copyright
owner.

Sophos and Sophos Anti-Virus are
registered trademarks of Sophos Limited.
All other product and company nhames
are trademarks or registered trademarks
of their respective owners.

Document version 3.2
Published January 2011



Sophos NAC Integration with Wireless Access Points

Table of Contents

Sophos NAC Integration with WirelesSs ACCESS POINTS .........iiiiiiiiiiiiiiiiiiiee e 4
Configuring the WAP for Sophos NAC Integration through RADIUS Authentication..................... 4
Using Wireless ENcryption ProtoCOl (WEP) ..........uuuuiiiiii e 6
UsIiNg Wi-Fi Protected ACCESS (WPA) ...ttt e e e e e e e e e e e e e eeeas 9
CONNECHNG 10 thE AP ..t e e e e e ettt a e e e e e e e e eeaetta e e e eeeeeees 11
Configuring the WAP for Access with Multiple SSIDS ..........uuuiiiiiiiii e 11
Connecting to the AP With MUILIPIE SSIDS.........uuuiiiiie e 15



Sophos NAC Integration with Wireless Access Points

Sophos NAC Integration with Wireless Access Points

This document provides information on integrating Sophos NAC Advanced with Wireless Access Points (WAPS) so
that authentication includes a Sophos NAC compliance assessment.

This document describes and tests the following two end-to-end scenarios:

e Scenario One: A machine is not granted access to the network via the WAP until it passes the Sophos
NAC compliance assessment.

e Scenario Two: A non-compliant machine associates with a specific SSID which provides limited network
access. Upon passing a Sophos NAC compliance assessment, the machine can associate with a different
SSID which provides full network access.

This document only tests the Cisco Aironet 1200 WAP with Sophos NAC. This WAP supports authentication
through RADIUS, a feature which is required for any access point (AP) that integrates with Sophos NAC.
Additionally, this WAP supports the creation of multiple SSIDs, which is required for scenario two. WAPs from other
manufactures are also supported by Sophos NAC, but they must support RADIUS authentication and multiple
SSIDs.

Configuring the WAP for Sophos NAC Integration through RADIUS
Authentication

To integrate Sophos NAC with a WAP, the AP must first be configured on the network and set up to accept
RADIUS authentication. Complete the following steps to enable Sophos NAC support in a wireless AP environment.

1. Follow the steps in Chapter 3, “Configuring the Access Point for the First Time” in the document Cisco
Aironet 1200 Series Access Point Hardware Installation Guide. Minimally, the AP should be configured with
a system name, IP address, and SSID like the example that follows.
Note: This chapter is available online.
http://www.cisco.com/en/US/products/hw/wireless/ps430/products_installation_guide_chapter09186a00801cfb3e.html
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From the Security menu, select Server Manager to open the Security: Server Manager page.
From the Corporate Servers area, select RADIUS from the Current Server List box, type the IP address
and shared secret for the Sophos Compliance Application Server, and click Apply in this area.
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4. From the Default Server Priorities area for EAP Authentication and Admin Authentication (RADIUS),
select the RADIUS server IP address you added in step 3 above.
5. Click Apply in this area. The following is a sample page.

From the Security menu, select SSID Manager to open the Security: SSID Manager page.

Select the SSID from the Current SSID List.

In the Methods Accepted area, select the Open Authentication check box, and then select with EAP
from the list box.

9. Inthe EAP Authentication Servers area, verify that the Use Defaults option button is selected to use the
RADIUS Servers set up in steps 2 through 5.

© N

10. Click Apply in the General Settings area to save the changes.
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11. Set up Sophos NAC as a RADIUS proxy so that RADIUS requests from the AP are sent through Sophos
NAC on their way to IAS. For more information, see the Sophos NAC Advanced Installation Guide. The IAS

entry should be configured as follows. The shared secret must be the same as the shared secret specified
in step 3 above.

Cisco AP 1231 Propetties EHE

Settings ]

Address (IP or DNS):
|m 0.224.39

If pou are using remote access policies based on the client vendor's
attribute, specify the vendar of the RADIUS client.

Clientendor: IHADIUS Standard j

™ Request must contain the Message Authenticator attribute

Shared secret: | xxxxxxxx

xxxxxxxx

Caonfirm shared secret: |

Using Wireless Encryption Protocol (WEP)

To enable WEP encryption on the AP:

1. From the Security menu, select Encryption Manager to open the Security: Encryption Manager page.
2. Select the Cipher option button, and then select WEP 128 bit from the list box.

3. Select the Encryption Key 1 Transmit Key option button, and then type a hexadecimal key of the
appropriate length.

4. Click Apply to save these changes.

8] et 100,224 Fian_sec_so-bmy-smousity b

Encryption Mades
SECURITY =
Adrmen Attess en
55D Manwget I O) WEP Encryption | Opticoal v
Enooyptien Menager F )
e - Cisco Compliant THIP Faatwes. [ Enabis MIC [ Enstie Par Paciet Keying
_Local RADRIS Serwir < Clphar WEP 128 it -
Advensed Gecurily
Encryption Kys
Tiansmht Key Enciyption Key (Henadecimal) Key Size
Encrypelon Key 1: o] - 128 b =
Encryption Ney 2: £ 128 b
Encryption Ney 3: ) 128 b ¥
Encryption Key & O 128 b ™
Glabal Propariles.
Broadeast Key Rotation Iverval; (+) Disable Retation
~) Enable Rotatson with terval, DISABLED  (10:10000000 $4¢)
WPA Group Koy Upiate: (7] Enable Group Key Update On Membership Termination

[) Enable Group Kay Update On Member's Capabiry Change

5. Configure the properties for the wireless network on the client to connect to the AP using WEP
authentication.
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6. Onthe Association tab, select Open from the Network Authentication list box and WEP from the Data
encryption list box. Type the network key that was entered in step 3 above.

Wireless network properties E|®
Association | Authentication |

Network name [SSID): |EF'_Pror.l.ab |

‘Wireless network key

This network requires a key for the following:

Network Authentication: Open v |
Data encryption: [ WEP v |
MNetwork key: |o.oo.uoouoooouoouoo |

Canfirm network key:

Key index [advanced): 1

[] The key is provided for me automatically

[] This is a computer-ta-computer (ad hoc) network; wireless
access points are not used

[ oK ][ Cancel ]
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7. Onthe Authentication tab, verify that the Enable IEEE 802.1x authentication for this network check
box is selected, and then select Protected EAP (PEAP) from the EAP type list box.

_AssociatimJ Authentication I

Select this option to provide authenticated network access for
wireless Ethemet networks.

Enable IEEE 802.1x authentication for this network

[FN Sl Frotected EAP (PEAP)

[] Authenticate as computer when computer information is available

[] Authenticate as guest when user or computer information is
unavailable

[ ok [ cancel |

8. Click Properties to set up the Protected EAP Properties. Select Secured password (EAP-MSCHAP v2)
from the Select Authentication Method list box.
Note: The Validate server certificate check box may be checked if the network is using certificates.

Protected EAP Properties E|®
‘Wwhen connecting:
[walidate server certificatei
[] ABA ECOM Root CA ~

[[] Autoridad Certificadora de la Asociacion Nacional del Notaria —
[7] Autoridad Certificadora del Colegio Macional de Correduria P
[ Baltimore EZ by DST

[] Belgacom E-Trust Primary CA

[[] Caw HKT Securehet CA Class A

|:| CBW HKT Securehlet CA Class B

|:| CEW HET Securehet CA Root w
< >
Select Authentication Method:
Secured password (EAP-MSCHAP v2) v |
["]enable Fast Reconnect

I OF. II Cancel I
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9. Click Configure to display the MSCHAPV2 properties. This window determines whether or not the
Windows logon is automatically used as the userid and password for RADIUS authentication. If the check
box is not selected, the user is prompted for a logon and password. Otherwise, the Windows logon is
passed to the RADIUS server for authentication.

EAP MSCHAPv2 Properties X]

When connecting:

O Automatically use nyl\.vl‘indows logon name and
password [and domain if any).

| oK | [ Cancel ]

10. Click OK three times, once on each Properties window, to save the wireless network settings on this
machine.

Using Wi-Fi Protected Access (WPA)

To enable WPA on the WAP:

1. From the Security menu, select Encryption Manager to open the Security: Encryption Manager page.
2. Select the Cipher option button, and then select TKIP from the list box.

3. Clear the value in Encryption Key 1 field, and then select the Encryption Key 2 option button.

4. Click Apply to save these changes. The following is a sample page.

Ophopnal
Cinco Compliant TIIP Faatwres: || Enable MIC [ Enable Per Packet Keymg

T v

Transmit Koy Encryption Key (Hexadeckmal) Kuy Size
Encryption ey 1: O 128 bit »
Encryption Ky 2: ) 128 bt &
Encrypilon Key 3: 3 128 be
Encryption Key 4 } 126 bit &
Glabal Propuities
Hroadcast Key Hotation Interval; (=) Disabie Rotation
0 Enable Rotateen with beenal OSASLED | 10-10000000 sec)
WPA Group Kuy Lipdate: [ Enablae Group Key Updats On Membership Tarmrnation
[ Enable Group Ky Updats On Mamber's Capabilty Change

From the Security menu, select SSID Manager to open the Security: SSID Manager page.

Select the appropriate SSID from the Current SSID list.

In the Authenticated Key Management area, select Mandatory from the Key Management list box, and
then click the WPA check box.

No g
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8. Click Apply to save the changes.

10



Sophos NAC Integration with Wireless Access Points

9. Configure the properties for the wireless network on the client to connect to the AP using WPA
authentication. The following windows are from Windows XP SP2.

Note: On Windows XP SP1, the update Q815485 must be installed to support WPA. This update is
available from http://www.microsoft.com/downloads/details.aspx?FamilylD=009d8425-ce2b-47a4-abec-
274845dc9e91&DisplayLang=en

Wireless network properties @ :

Assaciation | Authenlication |

Network name (551D}
Wireless network key
This network. requires a key for the following:
Network Authentication: WPA, v|

Data encryption: | TKIP v

[] This is a computer-to-computer (ad hoc] network; wireless
access points are not used

[ 0K H Cancel ]

Connecting to the AP

The user must first connect to the physical (wired) LAN and authenticate through Sophos NAC. If the
compliance assessment passes, the user can disable and re-enable the wireless NIC, connect through the
WAP, using RADIUS configured as described above, and disconnect from the wired network.

Configuring the WAP for Access with Multiple SSIDs

The Cisco Aironet offers a feature that enables WAP to support multiple SSIDs. Each SSID can be assigned to
a separate VLAN. Additionally, Cisco supports a vendor-specific attribute where the SSID is sent with the
RADIUS request. Upon authentication through the RADIUS server, the machine associates with the SSID
specified in the request.

Combining these features enables Sophos NAC to force a non-compliant machine to associate with a certain
SSID. This SSID possesses limited network access only to the authentication and remediation servers.
Machines that have passed the required assessments are permitted access and associated with a different
SSID. This SSID is granted full access to the network.

The following steps describe a method of configuring the WAP to support Sophos NAC enforcement with
multiple SSIDs.

11
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In the SSID Manager page, create a second SSID that is used to permit access. Use the same
authentication settings as described in steps 7-10 on page 5.

8] hietp 110,60, 224, 5an_sec_sp-chent-seauity hm

TR SSi0: EP_ProdLab_Pemi
TEsthescninsss | LEF Prodiab
VLAN: CHONE » % Dafins ViANS
Ln:lmim
Authentication Setings
[=] Oipen Autheniicstian with EAP -
[ Shared Autherlic atse £ N0 ADDITIONS ~
[] Netwark EAP: € NO ADDITION » v
Server Priotities:
FAP Authemication Senvers MAC Authemtication Servers
(%) Uns Delsults  Dafing Dntaiits () Uas Dafaulls  Desins Derants
3 Customize C Customize
Prignity 1: | € NONE » - Prioity 1: < WONE 2 -
Prigaity 2. | € MHOME » - Pripty 2: < NONE » -
Frigely 3 | € NOMNE » - Pripily 3, ¢ HNONE » -

In the Services: VLAN page, specify a VLAN in the network, and then select the SSID from the list box that
wireless connections will associate with when the machine is not in policy. Select the Native VLAN check
box. Click Apply to save the changes.

s | ] hipf10,0.224.99080_services_visn i v|E

Hostname EFProdLat EFProdLab uptime is 2 weeks, 5 hours, 9 mintes

Services: VLAN
Global VLAN Propenies

Current Native WLAN:  Mona

SERVICES
Telnel'ssH

| ot Standay —

| coF Current VLAN List Craate VLAN
DHS ;
Filtars
HTTP VLANID: (15 | {1-4005)
Progy Mobila [P
| acs <] Native VLAN

|IELLR
e W | ] Enable Public Secure Packet Forwarding

[ van SSID: |EF_Frodlsb v Define S50
| #RF Caching

VLAN Information

View Information for: k'

Repeat the previous step with the VLAN that is associated with all (permitted) access. Deselect the Native
VLAN check box. Click Apply to save the changes.

The Sophos Compliance Application Server must be configured to send the correct RADIUS vendor
specific attributes. Create a RADIUS Compliance Setting with the IP Address pointing to the WAP.
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5. From the Sophos Compliance Manager RADIUS Enforcer area, create a new RADIUS template, Select
Accept from the Network Access list box, and specify the IP address of the WAP for the RADIUS Client
IP Address. Select Vendor-Specific from the Type list box. The Attribute Number is automatically be set to
26 (the RADIUS standard for vendor-specific attributes). Type an appropriate Attribute Name. Type the
Cisco vendor-ID of 9 in the Vendor Code field. Type the cisco-avpair of 1 for Vendor Subattribute field.
Select Text from the Format list box. Type the ssid=<name>, where <name> is the SSID for the permit
access exactly as it was specified in the WAP configuration, in the Value field, and then click Save to save
the template.

« MANAGE « ENFORCE « REPORT +« CONFIGURE SYSTEM Home | My Account | About | Help | Logoff |
AGENT ENFORCER ACCESS TEMPLATES | RADIUS ENFORCER ACCESS TEMPLATES =~ DHCP ENFORCER ACCESS TEMPLATES | NETWORK RESOURCES ~ EXEMPTIONS MY LINKS

B Enforce : Update RADIUS Enforcer Access Template
Select the template compliance states, add RADIUS dient IP addresses or select ANY, specify Accept or Reject network access, create assodated RADIUS attributes, and didk Save. Click Help for
information on access template settings.

Name: Version: Description: Template Compliance States: &) 7 Campliant
[Bironet wap permit 5 =] (Used when creating palicy) = ¥ partially Compiiant
- O Il Mon-Compliant

Lock

Z
o | dd Network Access: IAccEpt vl

8o =
B wap permit ;I Type: IVendUr-Speuﬁc ‘I

Hame: W
Number: %

Vendor Code: lg—
Vendor

Subattribute:
Format: Text -
=l Value: lm |
@ View Usage Details Cancel Save As New
© o [ cooei N oo QN see |

© 2000-2008 Sophos Group. All rights reservedj

El

A

6. Repeat the previous step to create an Aironet WAP Deny template for the default SSID, which is used
when the machine is not compliant.

+ MANAGE « ENFORCE « REPORT + CONFIGURE SYSTEM Home | My Account | About | Help | Logoff |
AGENT ENFORCER ACCESS TEMPLATES =~ RADIUS ENFORCER ACCESS TEMPLATES =~ DHCP ENFORCER ACCESS TEMPLATES | NETWORK RESOURCES | EXEMPTIONS MY LINKS

El Enforce : Update RADIUS Enforcer Access Template
Select the template compliance states, add RADIUS dient IP addresses or select AMY, specify Accept or Reject network access, create associated RADIUS attributes, and dick Save. Click Help for
information on access template settings.

Hame: Version: Description: Template Compliance States: & Compliant
[aironet war Deny 3 j (Used when areating policy) 2 I partially Compliant
7 )
Lock - [¥ Non-Compliant
r
M | add Hetwork Access: |Reject hd
B 10022008 |
WAP Deny = Type: |l"endnr5pﬁﬂﬁt =1
- Hame: AP Deny
=
Number: 26
Vendor Code: 3
Vendor 1
Subattribute:
Format: Text 'I
_| Value: IW =
= =

Vi s D = [

© 2000-2008 Sophos Group. Al rights reserved.

[
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7. Apply the RADIUS templates to the policy so that they get used in a higher priority than the default

templates.
L  _ |
+ MANAGE  « ENFORCE » REPORT  + CONFIGURE SYSTEM Home | My Account | About | Help | Logoff |
POLICIES | PROFILES | GROUPS | APPLICATIONS PATCHES ENDPOINTS MY LINKS
Manage : Update Policy - Policy 1
Policy Settings
Agent
Network A RADIUS
Settings or< Aceess
Profiles Report Only Remediate | Enforce ‘
Operating Systems
Select the RADIUS Enforcer access templates to use when the policy is in Enforce mode.

Custom

Access Templates: Description Priority
Network Access &8 [ Aironet WAP Deny EETd Al
Agent

@ [ Defait - RADIUS Reject All RADIUS Enforcer access template used to deny access to the network. @«
RADIUS
B puce Compliant

B [ Aronet war Pemit 43

ﬁ Default - RADIUS Accept All RADIUS Enforcer access template used to permit access to the network., 43

Partially Compliant

@ [ Aronet wap Permit 4@+ 3

ﬁ Default - RADIUS Accept All RADIUS Enforcer access template used to permit access to the network. @ &

Non-Compliant |

@ [ Aironet wap Deny @3

- = [l
Add Profiles Cancel Save

© 2000-2008 Sophos Group. All rights reserved.

8. Aside from having the Sophos Compliance Agent installed, any machines that need to connect to this
wireless network must also add the default and permit SSIDs to the Wireless Network Connection
Properties dialog box.

Note: Verify that the properties for the wireless networks match the configuration of the SSID on the AP.

-1 Wireless Network Connection Properties

General | Wireless Networks | Advanced

Use Windows to configure my wireless network settings

Availlable netwoarks:

To connect to an available network, click Configure.

¢ EP_ProdLab Configure

Prefered netwarks:

Automatically connect to available networks in the order listed

below: _

4 EP_ProdLab_Permit Move D
EP_ProdLab

fe

| add. || Remove || Piopetties |

Leam about setting up wireless network

confiquration.

[ ok ][ cencel |




Sophos NAC Integration with Wireless Access Points

Connecting to the AP with Multiple SSIDs

When a non-compliant machine first attempts to connect to the WAP, Sophos NAC recognizes that the machine is
not compliant and sends the attribute that forces the machine to connect to the default SSID. That SSID must have
connectivity to the Sophos Compliance Application Server so that the user can use the Sophos Compliance Agent
to establish compliance. After the Compliance Agent verifies compliance, the user can then disable or disconnect
the wireless network and re-enable the network to associate with the permitted (all access) SSID.
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